The client undertakes to refrain from the sending of any transfers for any illegal
purpose such as, by way of example, sending transfers to usurious account or to
the benefit of those promoting or managing gambling games or for the pur-
chase of a prohibited commodity or other similar expenditures. The bank shall
assume no responsibility whatsoever with respect to transfers that initiate or end
up in violation of this clause.

KSA rules doesn't allow the remitter to remit money without knowing the benefi-
ciary or without legal relation with the beneficiary or without legal purpose

Do not believe all ads on the Internet, especially those that offer goods at attrac-
tive prices that do not suit reality, so do not transfer any amount of money, even if
itis a deposit or disclose your personal and bank data before making sure of the
credibility of the advertisement

Fraudsters change their fraud methods quickly and periodically in order to get

the largest number of victims, but below are common indicators of fraud:

e Unrealistic content or message (e.g., an email stating an unexpected credit or

debit to your account)

Rush to respond (scammers often use the language of urgency)

lllogical and unrealistic returns on investments\

Very attractive and illogical prices, especially for goods or services

Threatening language, such as stopping bank accounts if the caller does not

respond

e Request to participate in personal banking, for example, security codes only
for the customer, ATM card numbers"

¢ Unusual updating of beneficiary data.

Do not give the transaction reference number to anyone other than the person
you intend to hand over the funds to.

"Q1": "Are the official government agencies (for example: the Saudi Central Bank,
the Ministry of Commerce, Consumer Protection... etc) Requesting the transfer of
money to deal with citizens' complaints?”,

"A1": "Citizens are not required to transfer any amount in exchange for dealing
or receiving citizens' complaints, and for more details, please check the official
website of the governing authority or call directly on the numbers”,

"Q2": "Are the official government agencies (for example: Saudi Central Bank, Min-
istry of Commerce, Consumer Protection, etc.) Require a money transfer for the
purpose of upgrading your account for a refund?”,

"A2": "The official authorities do not request a financial transfer to upgrade your
account to a specific category to recover your money or process a refund. For
more details, please check the official website of the governing authority or
directly call the authorities main numbers.”,

"Q3": "Are the official government agencies (for example: Saudi Central Bank, Min-
istry of Commerce, Consumer Protection, etc.) communicate using a mobile num-
ber or using an unofficial number?",

"A3": "Official government agencies never communicate through mobile num-
bers or unofficial numbers.”,

"Q4": "Are the official government agencies (for example: Saudi Central Bank,
Ministry of Commerce, Consumer Protection, etc.) communicate with citizens via
WhatsApp?",

"A4": "Official government agencies do not communicate over WhatsApp from
mobile numbers or unofficial numbers.”,

"Q5": "Do the official government agencies (for example: Saudi Central Bank, Min-
istry of Commerce, Consumer Protection, etc.) require sharing the bank’s one-time
security code?”,

"A5": "We emphasize that these security codes are only for you to complete
your financial operations and are not shareable with others. The official gov-
ernment agencies will never request the one-time security code intended to
complete financial operations on your personal account.”,

"Qé": "Is it required to share the ATM card number over the phone to update the
account details at the bank?",

"A6": "The bank does not update the account data by contacting you, and does
not require sharing the ATM card number to update the account data, and you
can update your account data through the Al Rajhi application or by visiting
one of the bank branches.”,

"Q7": "How can | identify the official investment authorities?”,

"A7": "The investment is not done by individuals and done by official parties and
can be identified by visiting the Capital Market Authority website, or by con-
ducting a simple search for the company”,

"Q8": "Are all advertisements on the Internet rel\oble and secure to deal even with
the emergence of security protocols (HTTPs)?",

"A8": "Not all ads on the Internet are safe, do not believe all ads on the Internet,
especially those that offer goods at attractive prices that do not suit reality,
so do not transfer any amount of money, even if it is a deposit or disclose your
personal and bank data before making sure of the credibility of the advertise-
ment.”,

"Q9": "What are the indicators of cyber fraud and how can | identify the ways?",
"A9": "Fraudsters change their fraud methods quickly and periodically in or-
der to get the largest number of victims, but below are common indicators of
fraud:\ne Unrealistic content or message (e.g., an email stating an unexpected
credit or debit to your account)\ne Rush to respond (scammers often use the
language of urgency)\ne lllogical and unrealistic returns on investments\ne Very
attractive and illogical prices, especially for goods or services\ne Threatening
language, such as stopping bank accounts if the caller does not respond\ne
Request to participate in personal banking, for example, security codes only for
the customer, ATM card numbers”
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Al Rajhi Banking & Investment Corp., Entity type: Bank \ Financial Institution, Saudi
Joint Stock Corp. With a Capital of S.R. 40,000,000,000.00 , C.R. NO: 1010000096, P O
Box: 28 Riyadh 11411 Kingdom of Saudi Arabia. Tel: +966 11 2116000, National Address:
Al Rajhi Banking & Investment Corp. 8467 King Fahd Road - Al Muruj Dist, Unit No (1)
Riyadh 12263 - 2743, Web: www.alrajhibank.com.sa, SAMA Lic No: 1420 It is controlled
and supervised by Saudi Central Bank
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